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Abstract: 
Financial stability, consumer confidence, and institutional credibility are seriously threatened 

by the exceptional increase in cyber fraud that has coincided with India's digital economy's 

rapid growth. The effectiveness and enforcement of India's cyber laws are examined in this 

study from an economist's point of view, with a focus on how they help reduce the structural 

and financial costs associated with digital fraud. The study assesses the degree to which the 

Information Technology Act, 2000, its subsequent amendments, and related frameworks have 

been successful in preventing financial losses resulting from cybercrime by using secondary 

data from the Reserve Bank of India (RBI), the National Crime Records Bureau (NCRB), and 

the Ministry of Electronics and Information Technology (MeitY). To evaluate the connection 

between legislative intent and enforcement results, the study incorporates concepts from 

institutional theory, regulatory economics, and cost-benefit analysis. Results show that even 

though India has a strong legal system, its economic efficacy is diminished by inadequate 

enforcement capabilities, low levels of digital literacy, and protracted prosecution procedures. 

Sustainable digital trust and economic resilience depend on bolstering institutional 

coordination, funding cyber forensics, and coordinating policy with risk-based financial 

incentives. A strategy for measuring the economic effectiveness of cyber law enforcement as 

a key element of India's digital governance framework is suggested in the study's conclusion. 

Introduction: 
India's transition to a digital-first economy has been one of the most significant 

developments of the twenty-first century. Fueled by initiatives such as Digital India and Make 

in India, the digital financial ecosystem in India has expanded rapidly, bringing millions of 

customers, businesses and government services into the digital fold (NITI Aayog, 2022). As 

noted by the Reserve Bank of India (RBI, 2024), digital payment transactions exceeded a 

hundred billion in a year, highlighting the scale of financial inclusion while also revealing the 

scale of technology reliance. This digital leap, however, has also been accompanied by soaring 

cyber frauds such as phishing, identity theft, ransomware and online financial scams, adversely 

impacting the economy as well as consumer confidence, and calling the regulators' hitherto 

cautious stance into question (National Crime Records Bureau [NCRB], 2023). 

The economic consequences of digital fraud go beyond immediate financial loss. 

Cyberattacks raise transaction costs, disrupt market efficiency, and undermine public trust in 

digital systems, which are critical drivers of economic productivity and innovation (World 

Bank, 2023). As the digital economy contributes significantly to India's GDP, guaranteeing 

cybersecurity and law compliance becomes more than a technology worry; it is an economic 
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requirement. Cyber laws, specifically the Information Technology Act of 2000, its 2008 

update, and the Digital Personal Data Protection Act of 2023, are the key legal tools for 

addressing such concerns. However, issues persist about the efficacy and enforcement of these 

frameworks in avoiding fraud and ensuring economic stability. 

According to economists, cybercrime is a type of market failure brought on by 

externalities, moral hazard, and information asymmetry. Digital marketplaces are distorted by 

inefficiencies caused by poor deterrence, inadequate enforcement measures, and insufficient 

customer awareness. In addition to people and businesses, society as a whole bear the 

consequences of cyber-crime through higher insurance premiums, more regulatory spending, 

and decreased economic production (McAfee, 2021). As a result, assessing the efficacy of 

cyber laws necessitates an analytical method that combines economic impact analysis with data 

on legal enforcement. 

The primary objectives of this paper are threefold 

• To investigate the economic elements and implications of digital fraud in India's 

digital economy.  

• To assess the efficacy of India's cyber legislation and enforcement agencies in 

lowering the economic consequences of cybercrime. 

• To make economically sound policy proposals for increasing enforcement 

efficiency and resilience in digital governance. 

This research integrates economic theory, legal analysis, and institutional assessment 

to demonstrate the impact of cybersecurity legislation on the economy. It emphasises that for 

India’s digital advancement to be secure, equitable, and sustainable, there must be a linkage 

between cyber law enforcement, tangible economic incentives, risk mitigation strategies, and 

enhanced institutional capacity. 

India's Cyber Law Framework 

With the passage of the Information Technology Act, 2000 (IT Act), India's cyber law 

system was fully established, which was a significant step toward controlling online 

transactions and dealing with cybercrimes. The IT Act offers penalties for cybercrimes such 

hacking, identity theft, and data breaches, as well as legal acknowledgment of electronic 

records and digital signature authentication (Ministry of Electronics and Information 

Technology [MeitY], 2023). The 2008 amendment reinforced the enforcement mechanism 

Section 43A and 66 by including cyberterrorism, data protection responsibilities and 

intermediary liability to be additional areas. The Digital Personal Data Protection Act (DPDP) 
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was introduced in 2023. It was a holistic data privacy law that was conformant to global 

standards with its focus on accountability and consent-based processing. These mechanisms 

are accreditation of Indian endeavors to equilibrium. India's are toward innovation, safety and 

consumer well-being in the digital economy. But academicians maintain that this law was 

prevailing trials by fractured institutional coordination and antiquated enforcement 

mechanisms. 

Economic Effects of Cybercrime and Fraud 

Cyber fraud has large economic effects on many different industries. The World Bank 

(2023) finds that cybercrime inefficiencies are costing developing countries on average 

between 1-2% of their GDP a year. McAfee (2021) finds that some of the national loss is due 

to indirect costs, such as lost productivity, higher transaction costs and damage from reputation. 

 In India, the National Crime Records Bureau (2023) recorded a year-on-year increase 

of more than 25% in cyber fraud incidences, with financial fraud accounting for approximately 

77% of all cybercrimes. 

From an economist’s perspective, cyber fraud functions as a negative externality where 

individual negligence or weak enforcement imposes systemic costs on the broader economy. It 

undermines the efficiency of digital markets, discourages e-commerce participation, and 

diverts financial resources from productive use to security compliance (OECD, 2020). Several 

studies, including Balasubramanian and Joseph (2022), emphasize that economic growth 

through digitalization cannot be sustained unless supported by credible enforcement 

mechanisms that reduce information asymmetry and moral hazard in cyber transactions. 

Mechanisms for Institutional Enforcement and Regulation 

The financial success of cyber laws is largely dependent on institutional efficacy. The 

RBI, state-level cyber police units, and CERT-In (Indian Computer Emergency Response 

Team) are some of the several parties involved in India's enforcement environmentEven though 

CERT-In's role in crisis management and issuing of advisories contributes significantly to 

strengthening the overall resistance, there still are disparities in state-wise enforcement (MeitY, 

2023). Financial institutions are protected against cyber threats through measures undertaken 

by the RBI-Cyber Security Framework for Banks (2016) and the Digital Payments Security 

Controls (2021) for example. 

Nevertheless, lack of technical capacity, manpower shortages, and procedural delays in 

prosecution will still lead to enforcement gaps. (NITI Aayog, 2022) The conviction rate of 

cases filed with the courts remains low (from the Economic Survey (2024)), revealing 

structural inadequacies in both the system of law and the method of investigation. According 
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to institutional economics, these inefficiencies increase law enforcement's transaction costs, 

which lessens deterrence and increases economic vulnerability (North, 1990). 

Perspectives on Global Comparison 

Developed economies around the world have combined economic policy frameworks 

with cyber law enforcement. Strong financial incentives for compliance are created by the 

General Data Protection Regulation (GDPR) of the European Union, which emphasizes 

business accountability through financial penalties (European Commission, 2021). Like this, 

Singapore's Cybersecurity Act, 2018, which is backed by national-level risk assessments, 

formalizes public-private cooperation for the protection of vital infrastructure (OECD, 2020). 

In contrast, predictive economic models are rarely used for cyber risk assessment in 

India's cyber law enforcement, which is still primarily reactive (Kshetri, 2021). To close this 

gap, policy effectiveness must be assessed using quantitative economic metrics, such as cost-

of-enforcement analysis and cyber risk appraisal. The necessity for India to incorporate 

economic evaluation tools into its cybersecurity governance structure is shown by this global 

comparison. 

Theoretical Framework 

The effectiveness and enforcement of cyber laws in India can be analysed using a 

variety of economic theories that describe the relationship between regulation, institutional 

capacity, and market efficiency. These theories contribute to the understanding of cybercrime 

as an economic problem involving market failures, externalities, and incentive misalignments, 

rather than a technological or legal one. 

The Economics of Regulation 

Regulatory state, built up according to economic theory by Stigler (1971) and Peltzman 

(1976), provides a model for the government's intervention for correction market failures by 

means of law. This theory explains regulation as a regressive process, propagated to a series of 

market failure occurs, information asymmetries and external costs related to negative effects 

of a public or private nature, that else would not bemarkets intervention. In digital economy, 

cyberlaws arethe external costs of cybercrimes corrected accordingly to this model, as well as 

preventing market dominance from digital firms. In India, the Information Technology Act, 

2000 and the digital personal data protection act 2023 are legislative instruments concerned 

with the promotion of digital trust, reducing systemic risks from financial transactions. 

However, as suggested by Stigler (1971), regulatory effectiveness is a function of the 

enforcement capacity of the regulator and the incentives offered to market participants. 

Misdirected institutional enforcement may result in regulatory capture or endemic behavioral 
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compliance, creating an unintended economic distortion if the costs of cybercrime exceeds 

benefit from regulation. 

Information Asymmetry and Moral Hazard 

Cyber fraud thrives in environments where there is information asymmetry; where, for 

example, consumers or small businesses do not have enough information about risks, data 

usage or digital system integrity (Akerlof 1970). Data inequality enables malicious parties to 

capitalise on this and cause adverse selection in digital markets. The economics of "principles 

for openness, data protection and transparency" serve to reduce this information asymmetry. 

But such middlemen-firms like financial firms or e-commerce firms could underinvest 

in security if they expect that weak enforcement would bring no legal or reputation losses, this 

is the moral hazard problem. (Spence, 1973). This dynamic emphasizes the necessity of strong 

enforcement systems and liability laws that make compliance cost-effective for all parties 

involved in the digital ecosystem. 

An evaluation of the costs and benefits of cyber regulation 

A useful economic method for determining whether the application and enforcement of 

cyber laws result in net social benefits is cost-benefit analysis (CBA). According to Becker's 

(1968) economic model of crime, rational agents commit crimes when anticipated benefits 

outweigh perceived costs or the possibility of punishment. When this model is applied to 

cybercrime, it indicates that fraudulent activity can be considerably decreased by efficient 

enforcement, which raises the expected cost through detection, penalties, and conviction. 

By looking at the direct costs of enforcement efforts—like cyber police training, digital 

forensics, and coordination among institutions—and comparing these with the savings from 

reduced fraud, we can get a helpful perspective on India's approach to cyber law enforcement 

through a cost-benefit analysis. Preventive interventions frequently provide larger returns than 

post-incident remediation, according to studies in regulatory economics (OECD, 2020). As a 

result, there is a compelling argument for giving enforcement financing top priority as a cost-

effective approach to national digital resilience. 

Governance and Institutional Economics 

According to North (1990), institutional economics emphasizes that the quality of 

formal and informal institutions laws, conventions, and enforcement mechanisms—that 

influence human interaction determines economic performance. Institutions like the Reserve 

Bank of India (RBI), state cyber police, and CERT-In act as enforcement agents in the 

framework of cyber governance, and their efficacy has a direct impact on economic results. 
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The legitimacy of cyber laws is undermined by poor institutional coordination and 

dispersed jurisdiction, which raise transaction costs, lengthen court cases, and decrease 

deterrence. Legislative clarity is necessary for effective government, but so are administrative 

capacity, resource distribution, and accountability systems. According to Williamson's (1985) 

theory of transaction costs, institutional efficiency reduces the expenses associated with 

monitoring, compliance, and enforcement, all of which are crucial factors in the success of 

cyber laws in a complex digital economy. 

Conceptual Model of Integration 

Based on these beliefs, the paper develops a model in which the efficacy of cyber laws 

depends on four interconnected economic variables: 

• Legal provisions and policy clarity (based on regulatory economics) provide 

regulatory strength.  

• Information Transparency: Based on information theory, it reduces asymmetry and 

consumer awareness. 

• Institutional capacity, detection rates, and conviction probability (based on cost-

benefit analysis) are all indicators of enforcement efficiency. 

• Coordination between institutions and the reduction of transaction costs (based on 

institutional economics) constitute governance quality. 

This methodology connects legislative intent with quantifiable enforcement and economic 

results, allowing for a multifaceted economic assessment of India's cyber laws. 

Research Methodology:  
This study uses a descriptive and analytical research design that combines economic 

analysis with legal and institutional review. The study is mostly based on secondary data and 

aims to analyse the efficacy and implementation of cyber laws in reducing digital fraud and its 

associated economic losses in India. The analyst adopts an interdisciplinary approach 

integrating regulatory economics, institutional theory and Cost Benefit Analysis (CBA) to 

examine the impact of legal enforcement mechanisms on the economics of the digital economy. 

While the descriptive element explains the structure and content of India's cyber laws, the 

analytical element examines the quantitatively measurable indicators of enforcement 

effectiveness, namely the frequency of cybercrimes, the rate of conviction and the economic 

losses involved. The approach enables an evidence-based assessment of the impact of the 

degree of cyber law enforcement on the economic costs of cyber fraud. 
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Data Sources: 
• The study is purely an secondary data based of data collected and obtained through 

official, academic journal published sources and institutional data sources. The 

main data sources are: 

• To provide the analysis based on (1) National Crime Records Bureau (NCRB): 

Annual Crime in India reports (2018-2024) which consist the number of registered 

cybercrimes and financial frauds and conviction records. 

• Annual reports of the Reserve Bank of India ( R.B.I.) covers, the Cyber Security 

Framework for Banks (2016), and, Digital Payment Security Controls (2021), 

identifying institutional and regulatory measures taken in payments cyber-security. 

• Ministry of Electronics and Information Technology (MeitY): Policy documents, 

Cyber Laws in India Annual Reports (2019-2024), and notifications under the 

Information Technology Act and Digital Personal Data Protection Act. 

• The Indian Computer Emergency Response Team (CERT-In) issues annual event 

reports and advisories that detail cyberattack patterns, vulnerabilities, and response 

effectiveness. 

• Economic Survey of India and NITI Aayog reports provide insights into digital 

economy growth, transaction value statistics, and institutional performance 

indicators. 

• Academic and international sources include OECD (2020), World Bank (2023), and 

McAfee (2021) publications on comparative and economic benchmarking. 

Economic Burden of Digital Fraud in India 

The economic impact of cyber fraud in India has grown significantly with the rapid 

surge in digital transactions. According to NCRB (2023), cybercrime cases rose by nearly 25% 

between 2019 and 2023, with around 77% of these offenses being financially driven. The 

Crime in India 2023 report estimates total financial losses of over ₹1,750 crore (about USD 

210 million). However, experts suggest that the real economic burden which includes 

unreported incidents and indirect costs is much higher (MeitY, 2023). 

From an economic perspective, digital fraud generates both direct and indirect costs: 

Direct costs: monetary fraud, theft, expenses for remediation, and investigation. 

Indirect costs: loss of productivity, reputational damage, reduced consumer trust, and 

increased transaction costs. 
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The World Bank (2023) indicates that cybercrime can lower the GDP of developing 

countries by 0.5%–2% annually due to these cumulative inefficiencies. In India, where the 

digital economy contributes over 12% of GDP (NITI Aayog, 2022), such losses pose a serious 

challenge by undermining investor confidence and slowing financial inclusion. 

Economically, cyber fraud is considered a negative externality, where the consequences 

of insecure digital practices or weak enforcement fall on society rather than the perpetrators. 

The rise of this externality reflects inadequate deterrence mechanisms, highlighting the urgent 

need for stronger regulation and institutional efficiency. 

Effectiveness of cyber law 

The cyber legal framework in India is based on the Information Technology Act, 2000. 

It is complemented by the Digital Personal Data Protection Act, 2023. It provides for the 

recognition of electronic form of transactions and penalizes all cyber crimes, but ultimately 

needs to be enforced. 

According to the report by NCRB (2023) there exists a wide disparity between the 

number of reported cases and the convitions and conviction rate is not even 20%. The low 

conviction rate increase due to procedural delay and less digital forensic exploring. As Becker’s 

(1968) economic theory of crime suggests, when the cost of committing a crime is low due to 

weak enforcement, offenders are less deterred, leading to higher fraud rates. 

Although laws such as Sections 43A and 66 of the IT Act exist, enforcement is lagging 

evolving cyber threats. Jurisdictional overlap between state and central agencies further 

complicates timely action. MeitY (2023) notes that only about 30% of Indian states have fully 

operational cyber police units with adequate training and infrastructure. While the Data 

Protection Act introduces accountability, its outcome depends on the effectiveness of the newly 

formed Data Protection Board. 

From an economic lens, the low conviction rate indicates poor regulatory efficiency—

where enforcement costs outweigh deterrence benefits—resulting in a suboptimal deterrence 

equilibrium. 

Economic Assessment of Enforcement Mechanisms 

A cost–benefit analysis highlights imbalances within India’s cyber enforcement system. 

Government spending on cybersecurity rose from ₹195 crore in 2019-20 to ₹400 crore in 2023-

24 (MeitY, 2024), yet annual economic losses still exceed ₹1,700 crore. This suggests that 

spending to date is not commensurate with the threat level. States such as Maharashtra, 

Karnataka, and Telangana, which invest more in cyber infrastructure, show higher detection 
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rates and lower financial losses per case, demonstrating the economic value of capacity 

building. 

The Reserve Bank of India (RBI, 2024) has adopted preventive mechanisms like two-

factor authentication, liability frameworks, and mandatory security audits. While these steps 

reduced fraud in the formal banking system, cybercriminals have shifted to less-regulated areas 

such as fintech apps, crypto platforms, and informal e-commerce. From the institutional 

economics perspective (North, 1990), enforcement inefficiencies stem from high transaction 

costs caused by fragmented governance and overlapping authorities. Without a unified 

cybercrime framework, efforts are duplicated, resources are underutilized, and economic 

efficiency is reduced. 

Global Comparisons 

Global models show that even though India’s legislation is comprehensive, its enforcement is 

not as economically efficient: 

Country/Region Key Feature Economic Impact 

European Union 

(GDPR) 

Heavy fines and 

accountability requirements 

Encourages preventive 

investment in cybersecurity 

Singapore 

(Cybersecurity Act, 

2018) 

Real-time enforcement + 

coordination 

Reduces system-wide risks 

efficiently 

USA (CIRCIA, 2022) Mandatory incident 

reporting 

Enables data-driven risk 

mitigation 

 

Unlike these, India’s approach is largely reactive, focusing on punishment rather than 

prevention. There is also no formal mechanism to measure economic returns on enforcement 

spending (EROI). Establishing such metrics could help connect law enforcement outcomes to 

economic value. 

Discussion: Economic Implications and Institutional Gaps 

India’s cyber laws provide a strong legal base but fall short economically due to 

enforcement gaps. The costs of these gaps lost productivity, reduced trust, and revenue 

diversion outweigh the benefits of existing laws. 

• Improve regulatory efficiency by linking enforcement budgets to fraud reduction. 

• Enhance institutional coordination between CERT-In, RBI, and law enforcement to 

lower transaction costs. 

• Promote economic incentives such as tax benefits, cyber insurance models, and 

subsidies for security investments. 
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From an economist's viewpoint, cyber law enforcement is a public good that supports 

financial stability, innovation, and trust. Investing in efficient enforcement is not just a 

regulatory expense it is a strategic economic necessity. 

Policy Implications and Recommendations 

This study indicates that although India’s cyber law framework is legally robust, its 

economic effectiveness remains limited. Weak enforcement, disjointed institutions, and 

inadequate funding dilute economic deterrence. As digital transactions rely heavily on 

consumer trust, cyber law enforcement should be recognized as a strategic economic 

investment rather than a mere legal compliance. 

Enhancing Regulatory Efficiency Using Economic Metrics 

A significant policy change should include economic measurement instruments 

incorporated in the evaluation of cyber law. Using settled indicators such as convictions or 

prosecutions is meaningless as they have no economic meaning. The Government should 

therefore: 

• Enforcement Return on Investment (EROI): Level of enforcement spending against 

the decrease in losses from economic fraud. 

• Cybercrime Cost as % of GDP: Helps determine national economic risk levels and 

budget priorities. 

• Productivity Gains from Cyber Resilience: Measures efficiency improvements after 

cybersecurity investments. 

Institutional Integration and Governance Reform 

Institutional fragmentation increases enforcement costs and reduces crime deterrence. 

India should establish a National Cyber Regulatory Authority (NCRA) to unify functions 

scattered across CERT-In, RBI, and state cyber police units. 

Proposed roles of NCRA: 

• Central coordination of cyber enforcement and economic monitoring 

• Creation of a national cybercrime database for better trend analysis 

• Risk-based regulatory oversight targeting critical digital sectors 

Capacity Building and Economic Incentives 

Investment in digital forensics, AI-based fraud analytics, and specialized cyber courts can 

generate high long-term economic returns. 

Recommended strategies include: 

• Training law enforcement in blockchain analysis and financial forensics 
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• Setting up district-level cyber labs for faster investigations 

• Offering tax incentives or insurance discounts for businesses investing in cybersecurity 

Strengthening Legal and Judicial Enforcement 

India’s cybercrime conviction rate (below 20%) reflects judicial backlog and 

difficulties with handling digital evidence. 

Policy solutions include: 

• Fast-track cyber tribunals for speedy resolution of digital fraud cases 

• Blockchain-based evidence management to secure chain of custody 

• Continuous judicial training on cyber laws and emerging technologies 

Public–Private Partnerships and Market-Based Models 

Since much of India’s digital infrastructure is privately owned, enforcement should be 

collaborative. 

A Public–Private Cybersecurity Framework (PPCF) could include: 

Real-time fraud intelligence exchange between CERT-In and financial institutions 

Joint cyber insurance schemes to share financial risks 

Certification systems like a “Cyber Trust Seal” to boost consumer confidence 

Such models convert private compliance costs into broader economic benefits and 

positive externalities (Kshetri, 2021). 

Promoting Digital Literacy and Consumer Awareness 

Over 60% of cyber frauds stem from user ignorance rather than system failure (MeitY, 

2023). Enhancing public awareness is therefore an economic preventive tool that reduces long-

term enforcement costs. 

Key initiatives: 

• Launch a Cyber Awareness Index to track digital literacy 

• Add cybersecurity modules to school and college curricula 

• Display fraud-prevention alerts in banking and payment apps 

National Economic Framework for Cyber Resilience 

To align cyber governance with economic planning, India should implement a National 

Economic Framework for Cyber Resilience (NEFCR), focusing on: 

• Including cyber risk in GDP planning and financial stability assessments 

• Allocating state funds based on reductions in cybercrime 

• Publishing periodic Cyber Economic Impact Reports for transparency 

For cyber laws to be economically effective, India must: 
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• Measure enforcement success using economic indicators 

• Integrate institutions and reduce governance fragmentation 

• Promote incentives, innovation, and public–private collaboration 

By treating cybercrime prevention as an investment in digital trust and productivity, 

India can shift from reactive regulation to proactive economic resilience. 

Conclusion  
This paper assessed the substance and enforcement of cyber laws in India from an 

economic lens-specifically, their effectiveness at deterring cyber fraud. The research revealed 

that, while India has put together a comprehensive set of legislations, mainly through the IT 

Act, 2000 and the Digital Personal Data Protection Act, 2023, their economic efficiency is 

impaired-due to fractured institutions, sub-optimal enforcement structures and lack of policy 

coordination. From an economic standpoint, cybercrime is a market failure as it creates 

externalities-reduced trust, higher transaction costs, and unseen overheads that ultimately 

impact the efficiency of the digital economy. The continued occurrence of cyber 

fraudeconomically implies that existing laws and policies are not providing sufficient 

deterrence. According to Becker (1968)’s economic theory of crime, rational non-aggressive 

individuals will seek to exploit a system until the expected gain of defrauding exceeds the 

expected costs of penalty-this reality is reflected in India’s low conviction rate and rising 

number of financially-motivated cybercrimes. 

The cost of cyber fraud to the economy-including reduced consumer confidence, 

economic disruption, and increased costs of enforcement-continues to far outweigh public 

investment in prevention and security. North’s (1990) theory of institutional economics 

emphasizes that institutional inefficiencies increase transaction costs, a trend clearly visible in 

India’s cyber governance system where overlapping jurisdictions and weak coordination 

reduce overall economic returns from cyber regulation. 

To achieve economic efficiency, India must evolve from a reactive legal approach to a 

proactive economic governance model. This involves: 

Applying economic indicators like Enforcement Return on Investment (EROI) to 

measure policy effectiveness. 

Creating a centralized body such as a National Cyber Regulatory Authority (NCRA) to 

streamline coordination. 

Promoting market-based and fiscal incentives for compliance. 

Encouraging public–private partnerships, digital literacy, and investments in cyber 

forensics and AI-driven monitoring as economic multipliers, not merely regulatory tools. 



 

1038 
 

VNSGU Journal of Research and Innovation (Peer Reviewed / Refereed) 

 ISSN:2583-584X                                                                                                                              

 Volume No.5 Issue No.:3 July to September 2026 
1038 

Given that over 12% of India’s GDP is now digitally transacted (NITI Aayog, 2022), 

cyber resilience is not only a legal necessity but a strategic economic imperative. The study 

concludes that while India’s cyber legal framework is structurally sound, its economic 

enforcement efficiency is still underdeveloped. Hence, the performance of cyber law 

enforcement should be evaluated not only over Legal parameters like number of prosecutions 

and prosecutions secured but also over how it aids in economics stability, investor trust and 

consumer welfare. This paper results from the growing field of Law & Economics and how it 

is becoming increasingly digital. There should be interdisciplinary approaches that integrate 

economic sense with legal enforcement. Further research in this direction should use 

quantitative tools to measure the economic efficiency of cyber laws in various states, test 

behavioral economic hypotheses of intervention through cyber deterrence, and employ data 

analytics to create targeted intervention policies reducing enforcement gaps. Transformation 

of cyber enforcement from a legal burden to an economic investment by a significantly poor 

country like India can make it a more robust, well-reputed and inclusive cyberspace for all.  
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